Appendix A - Corporate Services Net 'High' Risks
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Causets) ~Application of effective security management including effective application of ant-
Failure of IT Security (responsibility across Bromley & BT) to manage risk of attack or intrusion leading to potential corruption e E;::ﬂ:;fﬁ':"o:ef:s’(": "‘E:;:r’;ié:"““g" the (T Coniract with BT - Security Operation Centre(SOC) will be
T Security failure /loss of data / loss of systems . Wc?’ o o e ?H“ fhosd implemented by December/January
1 |corporate Services Yy Data and Information a 5 1ty Pl 3 5 which will proactive montoring of the LBB | Vinit Shukle
Effect(s): - ?C" updates undertaken regularly Data and Infrastructure.
-G training programme
Loss of service, potential fines, resident dissatisfaction PO Cormars
Cause(s)
Failure to meet timescales under FOIA, EIR and GDPR
Failure to provide suitable answers in respect of these requests or correctly apply exemptions
Eftectisy SAR Team formed in the Information Management Team to ensure timely triage, :;::‘;:S": increased training and Director of
1. Distress on wellbeing of customers Data and Information - collation, redaction and response. - experienced resources to triage and | Corporate
16 | Corporate Services | Information Request non-Compliance 4| s 4| a
2. Impact on operational integrity Operational ) redact where necessary Senvices/Vinit
Appeal 1o COE, CLT, Manager's Briefing and all officers to support the information ;
3. Reputational damage to services and the authority as a whole e - improved technical measures to assist | Shukle
4. Liabilty in law Data searches
5. Economic damage to authority due to fines
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